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Annotation

Ensuring European Security from Asymmetric Threats by NATO and OSCE:
Capabilities and Challenges

Global security environment has fundamentally changed in 21th century that was
caused by appearing new types of threats or reanalyzing old threats with respect to
globalization. Among them asymmetric threats took the special attention, which radically
changed already existed perception toward warfare and demanded different tactics from

international society than it was before.

On the other hand asymmetric threats are growing so rapidly, that states are
unable to find relevant solutions on time. Even such states as European democratic

republics, are facing a huge hassle in fighting against them.

According to the fact, that sometimes it is very difficult to determine where the
“red thin line” goes between national and global interests, everybody agrees, that
asymmetric threats belong to challenges, which are almost unable to deal with
individually. That is why international organizations took on a special role. For this
reason, fight against terrorism and cyber-attacks have a pivotal role in OSCE and NATO

strategies.

This paper aims to identify the specificity of these threats, analysis already existed
experience on fighting against them and define future challenges. There will be also
discussed capabilities of OSCE and NATO with regard to defending European security

from asymmetric threats and obstacles that they should overcome on this way.

Eteri Khanjaliashvili
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https://www.oxfordlearnersdictionaries.com/definition/english/threat?q=threat
2 Oxford Learner’s Dictionaries, P.1. (Accessed April 9, 2020)

https://www.oxfordlearnersdictionaries.com/definition/english/asymmetric?q=asymmetric
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30639ws gl GH9Mdobo 5390030l Lobgedfoxzm ©m3MdgbEgddo 1995 {garl
390mBbs, mdazs LBEGHIRE Tg@Lols @S VRWSL XMBLMBOL sBTsMEHIdom, 0o
3990myg9gbgdmo  0dbs  doewbg  I9HBEMOMwo @  30(O™  goggdom.  LoGEYzs
SL0TYIGHOOMWMDS,  MOMSME, bl  ML3sds  Aoblbgsgzgdo  doegdols
BoMMEmdsl LodOAMm ImJdggdg0d0, MMAMOE F5Q90MOE b3sgHm doengdo
Lobdgangoml fobssmdgy s 3oModom.?

9ol 99009, IM535¢0 I3ILMds SMLYIMBIL  SbodgEMmOMwo LEFOMbYgdOL

™399 5 LBOMYMROEO®  A9BTIOEGHIOI0LIMZ0L. 1999 (garl, 333, 939603500
b0 065 256050 3HJdMo sbodg@mowo domdol 3bgds m3dgbEdo
Joint Strategic Review”. dslido 5060369 25bsm, MM LodMIMMm dmddggdgdol
S1039gBHOO0MMDS, JOMOMSPIW, 250MObsEHYds 00530, M Jolo oBsbos M3MbybEbY
olgmo BLoJMWMPOMMHO Bghimerol Imbgbs, HMAMOOES Fm30 b IdBIMEMdS,
653 3ob530MMdGAL Iobsswdgol 5659539dGHIOMdL, dmddngdgdol dgbwmasl
b MMM  dMdMmEol  LM30eol  godMmdsl.  bdoMo  sLodgEHMorE
3Mb6x83w0g@ 90830 04969096 5M9EMI0E0X FodEH03oL, 00MOPL 96 ¢gdbmeErma0gdl o
505Lmsbog9, 030  AdIM0Ygbhgds  yzgwrs  Mbgbg  0dbgds b LEHMIBHIROIEO,
395G ) 3odBH03Memo.

O™y 3 FoLo, sLodgEMoIe Lsmds® dmddgndgdl Jodser5396 bmewdg msegols
90655089 gbmsb dgsMmgdom LYLEGO sg@MM9d0, 306500, 9800 (30EMdYE
o ms MMBoLHMOMIOL 33396L0MYISL. obobo, MHmymes falo, ogol Lodwogmgls
04969096 dmfobsswdgaol LobbEgbg 0gM0Tol JoboEsbs s sdoom ds00 dogrgdols
©99mM5¢0H0oMGOOL  Imlobgbo.  sLodgBHmoMwo  LOFOHMbYGBOL  5TY39M0
01693096  259mBE0bsMY, 0356 9MGAMOb-GHMBEs ogz0lL Hoabl sLodgEMmomwo
3Mb6Rw0g@gd0ol  MgMmEmOsLmsb 393000900 MMy 89dYRbs0Gms©:  ,,OHMYME
099096 03d9gaL LlEgdo: sboTYEHOOo 3MbGRWoJBHOL MYMMH0s”, Losg bsoers
M358 baBL Aol B9IMm90bodbwe Fsbslinsmgdgel.

3 David L. Buffaloe, Defining Asymmetric Warfare (Arlington,Virjinia: The Association of the United States
Army, 2006) , P. 3.
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900560005396 sl Boa53,65909b5 X 0> gb LHTIMNEIOLS ) MOl bMHTGdOL
oM gddo 935l 39039  ddbgzobowsgm. 8653y 30 MBOM  OIGHIIMS©
396305MGHM® v Mol HoMTmMoygbl sLodgEHOOMWOo LoRMHMHYJd0 s B LEFOMbL
14360l 936M™M35L5 s 565 Fbmem dsb.

1.1.  sbodgEHEoMEo LEBMGMHYIOOL SMLO, JWLBOGROZIEF0S S SJBISTOMDS

G9m3obo  SL0TgBHMOo,  OHmymeE  930bodbgm,  Jommomgdl  bmendg
3M505BLHMO  05blBY, ™MI3s, OMmEIBsE B30 LoMdOHMdM LogMmbgby, ogo
990dgds  s0ddmeo  odbsl, GMmEOE  9M000bsHmE  »M30Mo@gbmdo©
dmf0bs50dgagbg.  LodgEmom  LsgO®mbggdl, bIoMs, 3930009396 bmendg
dgmmbg momdol LomBo® ImJdggdgdlL, HMIoLlmMZOLYEE WTIbIBOSMYOYE0s 5759
56LGOMO BsMBMYOOIL 4o8MbZs s goblbgagzgdol god®mds mals s 3mEo@03sl,
X9M0B35:3L5 s Lodmdogrsdm 306l FmMob.

»GJMTobOL 33 sM0BE0s Bmbs 1975 (gwls, Hmogbsg Andrew J.R. Mack,
5350090096  g9Mbsewdo World Politics @sfghs UEGoG0s-,003HMmd 039096 oo
Lobgadfogzmgdo 3069 ™IGLY,  Loss, 96 sLodg@Gmomwo mdo  AsTIMoygbs
3mbxwog@do dmbsfowrg Tbocmggdl dmMol  d60d3bgrmgzsbo  Lsdbg®m  dserol
3obLb303900lL  5ELYB0Tbs35®. BoEYzs dosdo  0gMEPOlbIGOMS  oBYMHOSEIMEO
dowd, MHMYMOOESS QOO 5MT0, 39RO 05M9MY00, 25630MJdME0 93mbmBozs @

0.9“4

* 4500990 LsTbYEOM sbSWOEO0IMNOO SMOESWO, ,,sb0dgBMorero mdof, 5/05/2015, (dmum bsbgo:
10/6/2020), ag.1.

https://gmas.ge/2015/%E1%83%A 1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A %E1%83%94%E1
%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A 1%E1%83%98%E 1%83%9B%E1%83%94%E
1%83%A2%E1%83%A0%E 1%83%98%E 1%83%A3%E1%83%9A%E1%83%98-

%E1%83%94%E1%83%A C%E1%83%9D%E1%83%93%E1%83%94%E 1%83%91%E1%83%90-
%E1%83%98%E1%83%A 1%E 1%83%94%E1%83%97/
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©OMMs 256353 mdsdo, 98 GHgMAobl  LYABIOM s 9359F0E
LoBMYSMYdsdo  094gbgdbgb  3oOHEHODBMwo  BOIMGdOl,  $FdMbYdOLY,
GIOMO0DBIOL, 3MB6GHO  BHIOMOODBIoL  s0Lsbodbs. Fgdmddo 30, sl dogboFs
535390000 8600369 Mds s bIoOMIDbE 9o Fbmewme, LodbgM™m doergdls
dmO0L  EOoLBSEBLODY boBol golioldgws, M99 8339006  25bLbgs39d9o
A9JH030L s LAMIBHIHO0L 45dMYg69dOL MZ5ELIROBMYdOLMZOLSS.

dolo BNLEO A9BTMOEHYIOL FM535¢0 F309XMI0PID, sLIB0TDBIZ300, gbMmOvY
10wodbol dgbgmergds, HMIgwoi dooBbg3l, MM gl MOl 5M3HMYBbMBOMYds©O
Log3Obg @O 93aLLAOL  Fgbgzgzsdo MoMJdol  Fgydergdgeros  FoMIMIMdOL
Dgoml  ©o9bs.t  dobger  GMdobo  gMMOMAdIL 93530 gdL oM
MmOBLHMOMOSBY s 5L Fookbgzl LB  SIBHMMOL Togh  dmfobsswdwgaol
LoLbYLEHGHY 93ILLAOL FodBH039®.” bmm, O30 Yo 30, 90BoTbs3L, GMI
sL0dgBHM0M LsROMbl 3093913690056 olgmMo FHO30L LOgOHMHYgdO, OMIWGILSS

5bHsL0sMYO™ ¥6EM356905 WS YB3z m LEGHowo

50 5 Bbgs 36935¢00 93060300096, A396 ga30de0s 25dM394mm H539Yb0dy
doboliosmgdggmo, Moz  goskbos  sLodgBMmomm  Logmmbggdl. 3oM3zgmo, MIBYE
dg3b0gmms MIMO3Egbmds X JMYds, SMOL oL, MM, gl dgdmbggzsgdo, ogo
9d@0b56gMdL  IM[obsowdgaglomsb FgsMgdom LBMLEHO odGHMMOLLRSD ©s 3ol
0MLEGM0MGIOLIMZ0L IM3Ysz30 JWSBOIMMO FOPIWOMNO IZ0MOLS S FMEOSMOL
d9Lobgd, MMIgEboi 3000 [oMdmygboos Mmam®mE LMLEGo sd@MmMo, boem

> 45600990 LsTbYEOM sbSWOEHO0IMOO MO GO, ,ob0dgdMorero mdof; 5/05/2015, (dmum bsbgo:
10/6/2020), ag.1.

https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E 1%83%AE%E1%83%9A%E1%83%94%E1
%83%94%E1%83%91%E1%83%98/%E1%83%90%E 1%83%A 1%E 1%83%98%E 1%83%9B%E 1%83%94%E
1%83%A2%E1%83%A0%E1%83%98%E 1%83%A 3%E1%83%9A %E1%83%98-

%E1%83%94%E 1%83%A C%E1%83%9D%E 1%83%93%E1%83%94%E 1%83%91%E1%83%90-
%E1%83%98%E 1%83%A 1%E1%83%94%E1%83%97/

¢ Andrew Phillips, ,,The Asymmetric Nature of Cyber Warfare®, The U.S. Naval Institute, 14 October 2012,
(Accessed April 11, 2020), P.1. https://news.usni.org/2012/10/14/asymmetric-nature-cyber-warfare

7 Michael Rubin, ,Asymmetrical Threat Concept and its Reflections on International Security®, Strategic
Research and Study Center, 31 May.2007. (Accessed April 15, 2020), P.1.
https://www.meforum.org/1696/asymmetrical-threat-concept-and-its-reflections# ftn21

8 David Gloag, "Asymmetric Threat: Definition & Characteristics." Study.com, 27 April 2017, (accessed

April 17, 2020), P.1. study.com/academy/lesson/asymmetric-threat-definition-characteristics.html

16


https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A%E1%83%94%E1%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A1%E1%83%98%E1%83%9B%E1%83%94%E1%83%A2%E1%83%A0%E1%83%98%E1%83%A3%E1%83%9A%E1%83%98-%E1%83%94%E1%83%AC%E1%83%9D%E1%83%93%E1%83%94%E1%83%91%E1%83%90-%E1%83%98%E1%83%A1%E1%83%94%E1%83%97/
https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A%E1%83%94%E1%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A1%E1%83%98%E1%83%9B%E1%83%94%E1%83%A2%E1%83%A0%E1%83%98%E1%83%A3%E1%83%9A%E1%83%98-%E1%83%94%E1%83%AC%E1%83%9D%E1%83%93%E1%83%94%E1%83%91%E1%83%90-%E1%83%98%E1%83%A1%E1%83%94%E1%83%97/
https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A%E1%83%94%E1%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A1%E1%83%98%E1%83%9B%E1%83%94%E1%83%A2%E1%83%A0%E1%83%98%E1%83%A3%E1%83%9A%E1%83%98-%E1%83%94%E1%83%AC%E1%83%9D%E1%83%93%E1%83%94%E1%83%91%E1%83%90-%E1%83%98%E1%83%A1%E1%83%94%E1%83%97/
https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A%E1%83%94%E1%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A1%E1%83%98%E1%83%9B%E1%83%94%E1%83%A2%E1%83%A0%E1%83%98%E1%83%A3%E1%83%9A%E1%83%98-%E1%83%94%E1%83%AC%E1%83%9D%E1%83%93%E1%83%94%E1%83%91%E1%83%90-%E1%83%98%E1%83%A1%E1%83%94%E1%83%97/
https://gmas.ge/2015/%E1%83%A1%E1%83%98%E1%83%90%E1%83%AE%E1%83%9A%E1%83%94%E1%83%94%E1%83%91%E1%83%98/%E1%83%90%E1%83%A1%E1%83%98%E1%83%9B%E1%83%94%E1%83%A2%E1%83%A0%E1%83%98%E1%83%A3%E1%83%9A%E1%83%98-%E1%83%94%E1%83%AC%E1%83%9D%E1%83%93%E1%83%94%E1%83%91%E1%83%90-%E1%83%98%E1%83%A1%E1%83%94%E1%83%97/
https://news.usni.org/2012/10/14/asymmetric-nature-cyber-warfare
https://www.meforum.org/1696/asymmetrical-threat-concept-and-its-reflections#_ftn21
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5056 3bg0L AoU.

50b08bM0Ed  259mI0bsmg, SLogBHMOoMWwo  Logmmbggdo,  Q9M39E
fowoc, 93d399 509690l R3OOOOMO 393039gdme  BogOHmITMOHOLM
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bom LobmbGg 30 §9390Mwl, Mog gobs  LEgH®ITMMOLM  MOMOIMNMIJOOL
6950bEOO0 gm0l LygdzgeEro.

15939969900L 909y, 03956 MY MOb-GHMRBEHTS 93398 ©I9Ygbs  Bgdmm
50b0dbmwo mgmemos s JgMy3me35BHs, sbowo 3mbxgros, Mol dobgz0mas,
955 BYEsE 96 5OOL 3oGIMH0SXMMO dod 3M0MOOGIG IO ©O®I35bgE

M9L. dw0oge LobYEBFoRMGOL 25830053905 I3 3MIMGAMSOMED dSEJIMID
bdoMs  Mdwmboi  9dmBBgd0sb bmedg dso  (obsdy. MROM  GoMO™

0LEGM530065M30L  BHMBAO  3300035DMOL  MoR03L, Lowog  FoMdmygbowos
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® Ivan Areguin-Toft, How The Weak Win Wars: A Theory of Asymmetric Conflict, (New York: Cambridge
University Press, 2005), P.97.
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2000 fewqddo.

5bYB0dbs305,  OMI  GmyGHo  3mbgwod@do  gobobowogh  0d  ™dgol,
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3Mbx3wodE9dds.

dombgogo 0dols, MHMI EgL 15305MmE 9GO MMO SMOL gl ™M9gds o
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X960 300093 9/11-0l BHgMMOOLEW 153LLI0W6 3 33060530 396¢E)oambas s
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dmd@0bstrg  sL0YEHMOME0  BoROMBYgdol  [oboswdwgy, MMIwwgdoz LsxzMOMbL
mddbobgb dsm 06GHYMgligdl. 5ol 8909y 30, M93WO3E30L JobolEGH®MTs, 3005
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3039605, SL0YGHMOMEO  LIFOMbYGOO  Tgogols  FMHZ9E  25dMf)39350  TMTogow
L3 PMHYgdL FmEOU. 10

300093 96m0 360336900m3560 RGO FobBWIZ3m 2obersgom ob, Gmd sdgmozol
053053306 LBIOML  MMObF0sbo  Losbgs®odm  3gMomeols dodmboergsdo (2006
Quadrennial Defense Review) s0b603bmos sbodg@EMomeo mdol gob@memgds. 0go
Pom8moagbls  sbodgBHMomwo  Log®mbggdol,  Lodg@Gmomwo  Mm39MH3E0gd0L,
3M0EGHMOMo  Sb0dgIEGHMooLs S SOIYEGHMOMWO VOMYdIMYGdOL Xodl (obowrgom
30553030 2). 39, B3gbmz0L 36033690 Mm35600 gmMoMgds 253595b30cmm 035y,
0v) O IMosHBOIOL  0go  SLOTYGHMOME  LsgOMbggddo. dobo  ebTsMEHIdOM
G9OMO0Bdo, 53dMbgds, 0683MOIs30o ™mdo, dsbaMgzgo @S  sdMmEbmdo
Losg3MMHg900 8093903690056, LMMgE, SLB0gEOOME LogOmMbgdL.

10 Michael Rubin, ,,Asymmetrical Threat Concept and its Reflections on International Security®, Strategic
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Equation for Asymmetric Warfare (AW)
AW=AT+AO+CA+AC

!

l

l

!

AT

Asymmetric Threat

AO

Asymmetric Operations

CA

Cultural Asymmaetry

AC

Asymmaetric Cost

i

l

|

\

T+I1+10+D+E ATw (D+I+M+E)+LAA AV+AN+AR+UTP+IO AAS+CD+CUA+IO
Terrarism Asymmetric Twist Asymmetry of Values Assets Al Stake

Insurgency
Infarmation Operations
Disruptive Threats
Unknown Threats

Diplomacy
Infarmation
Military
Economic
Leveraging Asymmetric

Asymmetry of Norms
Asymmetry of Rules

Understanding Target
Population

Information Operation

Costs of Defense

Costs of Undertaking
Actlon

Information Operations

Advantage
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! David L. Buffaloe, Defining Asymmetric Warfare (Arlington, Virjinia: The Association of the United
States Army, 2006), P. 18.
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47 International Military Staff, “NATO’s military concept for defence against terrorism”, The North Atlantic
Treaty Organization, August 19, 2016, ((Accessed May 11, 2020), P.1.
https://www.nato.int/cps/en/natohq/topics 69482.htm

8 The North Atlantic Treaty Organization, “Countering terrorism”, December 10, 2019, ((Accessed May 10,
2020), P.1. https://www.nato.int/cps/en/natohg/topics 77646.htm
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5¢036LOL 193933530 30096 M930S330L JegdgbEOL LMY 0bEHYAMOMIOIL.

5060950, Bo@™ML 309M L 5M99OMO DMTs 0465 F0MYdEro SLOTGEHMOIEO
Log3MbggdoL, 3JgMdmE 30  GHIOMMODBIoLs s J0dIMMI3ILHBIGOOL 93000
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50 The North Atlantic Treaty Organization, ,,Cyber defence®, March 17, 2020, (Accessed April 9, 2020), P.1.
https://www.nato.int/cps/en/natohg/topics 78170.htm
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31 39039 3. 39BLgMO, 3Me Ws306L0, IEHWIRB BMWO, B 3OS bsgg0lgsb? — Quo Vadis
NATO? (000olo: 3Homob gdgMh@Eob gmemo, 2018), 3. 13.
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52 The North Atlantic Treaty Organization, ,NATO 2020: Assured Security; Dynamic Engagement- Analysis
and Recommendations of the Group of Experts on a New Strategic Concept for Nato“, May 17, 2010.
(Accessed April 9, 2020), P.1. https://www.nato.int/strategic-concept/expertsreport.pdf
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bmdgdol dobgzoom (Consolidated Framework for the Fight against Terrorism). dob
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>3 Organization for Security and Co-operation in Europe, “DECISION No. 1063 -OSCE CONSOLIDATED
FRAMEWORK FOR THE FIGHT AGAINST TERRORISM”, Permanent Council, December 7, 2012.
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