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Annotation

The work discusses the essence, basics and origins of cyberwar. The main topic of
the research is the information war, as a continuation of the Cold War amid
technological advances. Global security, the role of the United States, Western
Europe, Eastern Europe, the European Union and NATO, today's reality.
Geostrategic situation and security of Georgia. NATO expansion to the east. Hybrid
wars waged by Iran, China, and Russia, hacking attacks, and propaganda of a

conquering nature.

Since cyberspace has already become an instrument of endless possibilities for the
whole world and has become a source of good and an area of evil for terrorists,
humanity has been in great danger. The subject of the study is also where Georgia
is at this time and what functions it performs. The 2018 report of the State Security
Service emphasizes that "countries interested in strengthening their influence in
Georgia are actively using hybrid warfare methods to achieve their goals."> An
important tool of hybrid warfare is the disinformation campaign, fake news, the
introduction of misconceptions and fears, the manipulation of public opinion to
influence important processes. This work presents its own opinions,
recommendations (based on research), as well as opinions and recommendations

developed by foreign or Georgian experts and specialists.
The work contains three chapters, expert opinions, discussions, and case studies.

The first chapter is devoted to the essence of the cyberwar and the historical
overview. Global technology upgrades are needed for global security. It is also
important for Georgia. The current level of threats in cyberspace is very high. Every

country is trying to defend itself, but if not for the programs developed by the

2 https://1tv.ge/news/sus-sagartveloshi-gavlenis-gadzlierebit-dainteresebuli-gveynebi-hibriduli-

omis-metodebs-iyenebdnen-romlis-mnishvnelovan-instruments-dezinformaciuli-kampania-
warmoadgenda/, ©93565b369o 0gbs gosdmfidgdyero: 10.06.2020
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European Union and NATO, the defense would be on an individual level and would

be ineffective.

The first subsection of the first chapter discusses the issue of how conflicts are
transformed under the new geopolitical order and what events or measures have

been taken by different countries around the world.

The second subsection of the first chapter is Cyber War Theory and its place in
modern world politics. It discusses what is being done in cooperation with the EU
and NATO to create a safe environment. Attention is paid to the global importance
of the new information space, its positive and negative factors. We are talking about
the threats that exist in cyberspace, the sources of these threats and their species at
the international and regional levels. The role of cyber security policy and strategy,

Georgia's cyber security strategy and existing threats are analyzed.

The third subsection of the First Chapter - Virtual Danger and Asymmetric Military
Challenges. NATO may not expand militarily, but the fact is, it has to expand in
terms of cyber warfare issues. There are almost no borders here - even if the post-
Soviet space is not controlled, NATO's military perspective will not matter much

and it will not be able to withstand global threats.

Chapter Two - Cyber Warfare as a Phenomenon of Asymmetric Danger. Analyzed
how to increase the modernization of security mechanisms to control the cyberwar
as an event. What are the threats facing Georgia, what is the cooperation with the
international community, what relations have been established with the leading

European countries or the United States, EU member states and NATO.

The first subsection of the second chapter - Cyber Security Policy and Hybrid War
(Discussing the Case of the Islamic Republic of Iran). Based on the documentary
material, we conducted a study and analyzed what happened on January 3, 2020 in
Iraq, near Baghdad Airport, when Al-Quds leader, General Qasem Soleimani, the
leader of the Islamic Revolutionary Guard Corps (IRGC) was killed in a U.S.

airstrike. In this case, there was a big scandal over cyber-attacks.



The work presents the Global Cyber Security Index, according to which Georgia
was ranked 8th among 165 countries in 2017. The index is compiled by a specialized
body of the United Nations - the International Telecommunication Union (ITU) and

published every 2 years.

Cyber War in the European Union - the threats from Russia are analyzed and the
decision made in Warsaw is discussed , on the basis of which NATO put up 4
battalion-type military units in the Baltic states (Lithuania, Latvia, Estonia) and

Poland in early 2017.

The second subsection of the second chapter - the main actors of cyberspace and
Georgia. In May 2013, the President of Georgia signed the Cyber Security Strategy
of Georgia, which is the main document defining the state policy in the field of cyber
security. What are the challenges in this regard and what is the legal basis for

Georgia? This is one of the most important issues.

The third subsection of the second chapter is Asymmetric Threats and the Cyber
War of the Jihadists. For Georgia, as well as for many countries around the world,
the main challenge is the Islamic State terrorist organization (Daesh) and its
affiliated groups. We conducted research on what constitutes jihadist cyber warfare

and what dangers we may be dealing with.

Chapter Three - The Concept of Cyber Warfare and the 21st Century International
Security System. We are talking about the elements that have been identified in the

"hybrid wars - economic cyber-attacks, nuclear threats, information wars."

The first subsection of the third chapter - The Impact of Modern High Technology
on International Security Processes. Cyber warfare, cyber-attacks and repulsion, it
is a continuous process. The more the Internet space is developed and new methods
are introduced, the more the threats will intensify. Here is a detailed study of how

much money is spent in this regard in the world.

The second subsection of the third chapter is Historical Aspects of the

Transformation of the Cyber War: Spatial Characteristics of Military Conflict.

Xi



Analyzed when the possibility of cyber warfare arose, when can we begin a

historical count? This is the "epidemic" of the 21st century.

The third subsection of the third chapter - Reflecting the Phenomenon of Cyber
Warfare in National Security Strategies - Myth and Reality. This section discusses

the essence of the national strategy and the Russian threat.

The work presents a discussion —on Imedi TV, in the program Arena. On December
24, 2019. The Topic: Information chaos. Statement by the US State Department -

What the opposition ordered and what arrived from Washington.

In-depth interviews with experts - Amiran Salukvadze, Nika Chitadze, Levan
Nikoleishvili, Andro Gotsiridze, Zurab Bigvava, Davit Kukhalashvili. They

answered our questions.

Focus group, discussion of the case by students of Caucasus International University.
Topic: Russia-Georgia war of 2008 and cyber-attack. The paper also consists of

appendices and questionnaires.
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Active Attacks (Modifications of messages)
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53mbBHMMEgdl  mgzgbo  3mIMbozsgool  3GMMmEqLL,  bgds 9933560
300960053sLb3s. vy 3330993HYM9d0 MO0 JOHNMOID6  Jugol B
©Mb9g90bY, 990dgds 396 ©H5EA06MB, 30LML (330056 BMboEdgdL. 0396

330b00m, glsmd©md0m Bo3bMd 5@T0BL, FogMsd 58 OML, yzgws mglzgbl
3065 0683MmM 5305l bgogl 3539600. 05g5¢0m0:

51



Session N
> =
J— - — L =)
Victim T Server
IP 192.168.1.23 sniffing a legitim session
— 11
Attacker

R034NDs 5

Man-in-the-middle d9hg3s, 02530350U09¢m0, 803b8s@989¢cmo s bgm3960, fysier:
https://blog.netwrix.com/2018/05/15/top-10-most-common-types-of-cyber-attacks/

IP Spoofing attack - 3533930090, 3gmGoEbdgmagumo dg@g3s:

053053bdgwo  0ygbgdls IP  Spoofing-l  LolLEgdol dmboGYrgdws©. ob
3O0MAL, LOLEHYIS IOFIMBML, OMI  3MIM603530L 53gsEGOL SbEoMBY,
LobM 30MMB, 98 OML M53sdbbAGEL LolLEYIsBy bgwo domfzwgds.
05305330 5aHo3b0L 353931 Lobm, sbemdger IP  doLsdsGomom,
L5300 IP dolsdsdmol bozzws, mvy Lsdobby JooMgdl 3 3539BL, gu

09mgd99dlL slsBy.
N— SERVER
VUVJV,‘.:;* _o
Spoofed source IP Address — O

ATTACKER =
— O
— O
e )
92 168.1.2 nternet 10.0.0.23
VICTIM
R039(5 6
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1P Spoofing 89993900, 02530050b509¢m0 sbeapogamgdls Lzt bg dacdazsbios bgtzgmoosb
ddbds989cYg, Pystier: https://www.cyberpunk.rs/whats-spoofing-and-how-to-defend-
against-it

Replay - 95390mM90s:

9L 300960d9gB93> bgds 0530b, HMELyE 093ALLAgGo  0bobogl  dggwn
dgbox ol s 8999y (EOWMBdL, IMY30569000 oo BIZBMUL. 935505 M
3MLBYdMBL gMMO FHJJbMEMA0s @S 3MBBOYMEOS305, BMI 56 dmbal yz9es
MitM 99¢3935. BMYo©, ©sdoxngcms MitM 99393900Lgeb 0dwg3s 9839JdEGO
339,  M53  WBOWD39ymxzl  3mdMb03530900L  LYOWTIWMIGISLS S
d00056MdsLs, Bo M58 F90dengds 1930sLbAs mbagls Logmdmbozsom LolEgdol
499500 0lg, ®MI SToFOHZS 39M5IOL 0BHAL.

Capture message from
Bob to Alice: leter replay
message to Alice

Internet or other
comms facility

Bob Alice

Replay Attack

R08905 7
Replay 835935, 353900 90935 3BGsgHT0 @5 sbeadgogegdl 308960939350, Pagstier:

https://thecoderzone.com/security-attacks-in-network-security/

Phishing and spear phishing attacks - ©0dobgols s UsmssMogm 5odobyol
9900030

Phishing 30896053@0sLbdol @OML 0sg3sdlbIgero Jdbol 3m3wwstrmwo s
95O 390-339M 0L 3ermb 399-939M L, 3909y 153ALLIGEO MABI3bOL
Dol 805630 58mEgdme 3mdbdscmgdgul, LysE SMOL Yod 390-33960©BY
396053L90wo BdIME0. HMEILSE FMTHISMIOIO A9IOL 5T 390-3396(0DY
Q5 9909356l 30650 Mbs39990L, 353960 800090l i3MaslL 53 Imbs3gdgdby, gu
390dgds  0gmlb  bemaoseMo  Jugegdol  dmdbdsmgdol  Labgwgdo  ©d

53



35600930, 350930l s 9.9. 8999y 353960 9300905, Fmbs399900 godmoygbmls
0956 LsoGDY. Moo 130dobaol dgBgzs sMoL  gugdGHOH™MbYo
RBMbEGOL gogHagzbols 3ModB03s, MH™Igeoa Bsbm §gomrMmgdod GOl 30Mowo
0683635300l Im3m3930L  96/s dMIbsMgdgdHg Bgys3wgbols dmbgbols
doBbom. gl Gg0degds 0yml 9e.83MLEHOL IBIMMO, HMIGOE SGHZOMNIE0S
(malware) od396L 333099BH9OBY. Fgodegds 0gml 9MEIA0GH0INMO  390-
239M©0L d3MEo, HMIGELsg 996905 LETMoegds, bgwo dgmdscoml malware-Us
30Ma6530L  BsIMGHZ300035Dg 96/ 30650  IMbo399900L, 0bBMmMIsE00L
dm3m3905d0.

Spear Phishing-ols 993935 s®0ob 30Bsbdodsmowao 530dobgaol Godo. 35396Mgd0
bo6rx 5396 MM, M50 gobsbmM 309w mb LLodoBbgdo s3mMgdEo 5d056gd0L
330939, 8999656 goemdo 9@EHymdobgdgdo s sbg d909y. 99 M™L 3539693
530 IYOSM  MO3EILLAS, MoYD  FgMdwosm oM FH0350  FMobobmb
9. g3mbBE0L  sHB0sbgds. gl 30 0bg 290M0YMMgds, Momdml MOl mdzgbo
9969x%096¢3)0 96 3sMEBHBoMOO 30335600.

Attacker Victim

Attacker u tacker lec Victim clicks on the
victim's credentials victim's credentials email and goes to
) access a website the phishing website
[3:) |

I Phishing Website

Legitimate Website

2083905 8

Phishing 39993900, 353900 bsbeenmdl c2603065¢m 398-3390b, 5390298 sb5¢rmg gs¢md
396-8390L, 80l 38 Bs360L adbls989cml s sbeadzogemgdl dgdgasl. Pystea:

https.;/www.cloudflare.com/learning/access-management/phishing-attack/
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1l
)

NL ~ — .
} ‘ ;v’u &
Paad
J Email-Filtering Compromized
(Anti-Virus/Spam) User

Spear Phishing
Email
.

Sensitive Data Proxy, DLP, IPS/IDS Sensitive Data

R03296s 9

Spear Phishing dg®g3s, §ygs®ex  https://www.msp360.com/resources/blog/types-of-
phishing/

13030630l Mol 3oL dglsd306M9des dga0de050> 3s3moyggbmo gl Bgdbogo:
Critical thinking 360@&03Mw0 556M3693s - b 0830dMHgdm, HMI gar.g3mbGs SGOL
6503000, dgodegds boo doosh 393900 s god3m 150 ULbgo
Pomzombsgo 99BHymodobgds md39bl gar.g3mbBebyg, Foa®sd doBgMom gMmo
Dmom 5 49009b9g Mg396L GE.B3MbEL.

Hovering over the links — 250050000 @w0b6393bg - domlo doo@sbgom 83Dy,
353053 56 s5F0MMo Asls! ool 3MOLBMOom Fgodmfdgom 830, JodsOHMIM
3603039 sBOM360058 URL-0L 35005b5)9Y39¢)0@.

Analyzing email headers — 9wgdGHO™bMEo BMUEOL LomorM9gdol sbsgrobo -

9934 BHM™bmwo faMmowo 49635mE3L v MHMam® doomm gurgmbds 04396l
dobodsmmbBg. g3zgms mdgbo Mbs 0gmlb sbsgrmaomGo, MHmymemog (oMo

9RmbEsbY.
Sandboxing - Yga0dwosm Fgodmfidmm  geogzmbGol  dobss®lo, BsGm3zol
593030300 56 gergmbiG ol doaboom 33mwgdol sF Mom.
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Drive-by attack - 5030l Bs3m@gz060m30L 89¢3939:

Drive-ol bs9m3Y300m30L 99393900 OML 353960900 939096 9339 399-
3396090 s ©s3sD0sBYdgE L3Mmo3BL ©gdgb http 56 php 3mol ghHom
3390©BY. 59 BL3OM03EOL Bolids Ggodergds dmbEgl sdsB0sbYdIWO 3HMYMsGom
306098 3m330vBHgHby,  GMIgog  bobogb  39d-3396L.  Drive-ob
390dMmGH3060m35 d90dwgds dmbgl 390-33960©0L, JExrMmbEGoL HoMowolb b
pop-up 3569M0ol bBobgolsl. gl Fg@EHags 96 bmOE09wYds 9GO, v
dmIb3s69090 9 FIOL V03V ,BITMEHZOOMZS®, b goblbol 306 LgdYEo
90BMBEHOL IBIOML, 53 Jgdmnbzgzsdo bgds s30Mmlgds.

oLEBE30MM0 308960 T93H939d0Lgo0 330l WILsE3Y39® ®J396 b g39M™,
d9b300090 dbMmErm© 00 390-33960©0DY, OMI9d0iE 1J396m30L Lobms s 56
3905309 Ubgs 83Mwgdbg, MHMIgdoE 9O 030m, ML HoMmIMoy9bl.
303303H9Mdo 30 3Jmbgm ol dMMHYIMYOO s 3OMYM5TYd0, MHMIEGOLSS
0Y9690m, 649 Fgobsbogm Bgdgd 3OHMyMsdgdl 0g39bL dmFYmdOEMdsBY. Mo

M3 3930 6535EH0 2od3m, Jom 9@ 9 bsmo ©y339w0.

How a drive-by attack

User browses legitimate website T
which has been hijacked
Malware
EMBEDDED MALICIOUS EXPLOIT KIT Malware
ELEMENTS
Malware pours through the
Automatically downloads to PC security hole & takes over the
Probes the system for vulnerabilities system.
20896 10

630209 H35030L B30 330650030 895935, Pgs®er: https.//remgs.com/drive-by-

download-attacks-exploit-vulnerabilities-in-web-systems/
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Password attack - 3smemols 893935
030l 250m, ©MmI  356OMWgdo 439y  bdoMo  094gbgdgbh  dgdobobal

dmIbds69d9wms 0bxzmGmIs30Mwo LobGgdol 3LOILEGHMOYISO,

356 Mgdol Im3m390s B39 gdm030 s 9B9IGHNIO0 J9B9g30L dgomos. g
3900905 253909l d90mbzg30m0 56 LoLEBHYIsE Mo dBom:

Brute-force 567 ¢bgdo dogrol 3sGmeol 3sdmEbmds Bodbogl dgdmbggzomo
80 Ma0l g5dmygqbgdsls bbgoalibgs 3s0memgdol asdmygbgdom s 0d 0dgom,
60 gomo 0dbgds LHimMo. wmyo3mmo doymdol Lsgwdzgwdy 3sMmeo
990dgds 04mb 535380609000, BoQ90ms©: 30608 LYW ™Mb, Lodwdomls
LSMOMOMD, QOOMNMBSLMD 96 Bb3s BogmMMb.

i) i = |
Multiple
Automated ».
tool >

B0g90s 11
Brute-force-ols 9¢9935, Pys®er: https.;/www.onelogin.com/learn/6-types-password-attacks

dictionary attack 569 ¢rgdbozmbol 89EH93s - gw9olbdmdl LogMomm sGmEgdol
@qdbogmbol  398m0ygbgdsll  FMmBbAsGMYdEol  3MmI30BHgMdo s  Jugendo
$30m30l dolomfig3s®. 9MH 0 BoYMAs 5GOL ESTOBRMLIO BSOEOL 3M306OY,
MMdgog 9903o3L 35MMEgdl, 2sdmoygbgom 03039 ©d0RM3s B39MWgdMH0O3
3990996900 3560 Mgd0L 9dlogmbdo s 95sMgo 89w9A900.
080LsmM30L, HMI H0E350 130 MHYdo doerol 56 gdulozmbol 89¢3g39d0Liysb,
09396 Mbs 2965bMM309mMo bgsm0dol B539EH30L 30035, MMIgEo;
B53930o3L 9625608l ©159@gb03dg sM0LHME0 356Mol I3gwrmdol 3909y,
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x Multiple login attempts

2083296 12
@99b0,30060b 895935, BadbBs9demols 3283073980 Lbzsslbgzs 3stmemgbols
3500996985, fysea: https.;/www.onelogin.com/learn/6-types-password-attacks

SQL (structured query language) injection attack - U@GOVIGHYIOOOYOYO
393000b30L 960L 0699300l dgB)g39:

SQL o0bgdiool  89BHg3s  @obs  Loghomm  Lszombo  dmbsigdoms  dsbsby
M6096GH0M9dwo 398L50EJdoLm30L. SQL  (LEAHMMIGMGOMYdMEo dg300b3z0l
9bs) oMHoL 3MMYMmFoMgdoL gbs, MMIgoE 4o8moygbgds dmbszgdms d5Bob
dommM30L Jgbodsdolo LoLBHIoL Jogh @S sbeegl Imbs3gdms BBl JoMm30L
d9L50530b0 LobEYTs.

M306039gl  gmgzwols, gl 0bgmMT>30MW-ma039M0  gbss,  BMIgeros
394960os  MO@D0gMmmool  dmbszgdms  35Hgddo  ogo  Ambsizgdgdols
50F96M0U, 993300l S 2503¢9BoLM30L. SQL 003w 9ds 3MMYMmF0Mmgdol 9bs,
By (0056539000M39 Mogo ©BT5EHJOOL g5Mgdg) gl 5O 6ol Turing-ls
OMYMROwo  39MOL0S, Joa®oed 58539 OML, 9gbol LEBIOGHo SQL/PSM
1393080300  0m35¢oL{iobIdL  dolo  LadGmmEgbem  49739M0MYOgOOL
d9L5dgdEMDS.

50b0odbmo  dg@gzs bgds 8sdob, Mmqls malfactor SLOEgdL  SQL
dmbMm3zbsl dmbsizgdms d5Bsdo 3wogb@ol LgM39M-BY Fgbgwrols Imbsoigdgdol
99939m00m. SQL 063dsbgd900 9ol dmbsgdgool (Fsqswoms, dgligarol sb
3oMmeol  bo3geo)  Fobslfo®  aoblobrgdmmo  SQL  d6dsbgdgdol
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d9LoLOMgdmo@. SQL 0bgdi00l Homds@gdmewr doBbMdIM0Z 499mygbgdsls, 56w
9JU3MOAGL  gmderos Imbs3gdoms 09Bsdo 3b003bgrmgzsbo  0bxgm®mAsgools
Pogombgs, 05Bol  Imbs3gdgdol Tgizems  (Bolids, gobobengds 96 §odws),
508060LEGHM0MmgdOL  M3gMo309d0L  FlEIMgds  (oROE0MO®,  FITMOIMIY),
50500bmL 339990 B0l Jobss®lo s, Dmy Jgdmbggzsdo, 4sdmlizgdl
063567090l M3gMo30wo LobiEgdobmagol.

50 G030l 3o3sbbdol Mmb SQL 0bgdzogdo 8wdsmdl doMomss 0d
090mbgz93580, ) 390L50FL 099690l obsdoMo SQL.

SQL 0b99i300L 8939390096 030l ILOEI35®, MJ39bL Fmboggdms d5Bsdo
3°9m0ygbgo 6905603900l 806033 Bmwrmzsbo  3MomMo@g@ol  dmgero.
99065bg0 30m39000900 (©OHINBEom, MM 50 3MHMEgEMMgddo 56 Jgwol
©0bsdoMmo SQL) o dmdBbsgdmmo  4s6gbsgdgdo. 3mo, OmIgEos
d9LEOMEGOY0s FMbszgdms dsDol Lofiobssmdgame, Lo3zdsMolo dwog®o

Mbs 0gmb 0bgd300L 99393900l 93056 bS53 GdWS.

SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;-- WHERE studentld=117 or 1=1;

Data for is Return data for * Sarver
returned to the attacker

208290 13

SQL J9g35, 0253@50bbAgero sbeagogemgdl dgBaasb 390 s3eroz600b ly@gghty s
dgdogs SQL ©sd5890b bgtzam by, fyster: https://towardsdatascience.com/being-aware-
of-malicious-data-corruption-as-a-data-scientist-sql-injection-attack-63f235fb2a97

Cross-site scripting (XSS) attack - xg35690b60 153H03@ol (XSS) 993939d0:

XSS 99393900l 0949b9d9gb Bglsdg Abs®Ol 398-MraLMELYIL, MomS SfoMTmmb
1360033JO0  OIBIMOWGIMOL  dMOYDBYMHTo b L3M3EHOL  3OMYGs3s5T0.
3960dm, 0535330  SbMmGME0gEgdl  093sLbbISL  JavaScript-om, 390-
33900l dmbs39dms d5BsTo. MMl ABbB3IO3E0 0MBM3L 390-339O L, 53
©OML  053053bbAgero, Gmam®O3 HTML  m6masbml  bsfowo,  s3Bsgbol
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53060190 390-339OL, BooE SMOL MO3ALBIgol doge IHgHowo
5350569090 13M03GH0. Fogowoms©, dglsdems dsl AbbgzgM3ol Jmdo
39992H936M 053053bIgemls bg®396Bg, begm Meg3sALLIgEL 9o9deros Jobo
50Mq0s s 459mYygbgds LBgbool godoEg00Lbm30L. Y39ws®g Lododo 89wgaxd0
bgds 35306, MLy XSS 99Mm0ggbgds  ©TSBHJI0MO  Y(339X°0
999560D39d0UL godmboggbgdars. gl Y339w0 FbsMYIO0 LMo gdsl 5dE93L
0530538bAGWL. 565 FbMEWM© FM035OML JMJo-Bo0wgdo, 50589 ©FIOML
300530000, 24500500mb 936M560L 965893 9gd0, dmodoml, 89sg®mzml Jugerols
063m®35305,  ©OLEBEOMMs©  3Jmbgl  3mds @O 2993MBEHOMEML
QB35 9d9ol Jmfymdogomds.

e The attacker injects a payload

o The website transmits the
in the website's database

victim's browser the page
with the attacker's payload.
The victim's browser executes
the malicious script.

with malicious JavaScript that
steals cookies.

Webhsite

The attacker extracts
victim's cookie, after which

@ he use it for session hijacking. O
i Z E
\

Attacker Website Visitor
o Attacker discovers a website o After script execution victim
for having script injection sends his cookie to the attacker.

vulnerabilities.

2082905 14

X35090060 liz360330b 899935 2530s0bb3gemo Ggdaasl sbeagogargdl 398-83900 b
JavaScript-0b bs8215¢9800 s 398-339(300l LG2gbs®0b Je3fogdo s3¢bsdxms
98Y336905 352900. figstrer: https.//medium.com/@sharminll/what-is-cross-site-scripting-
xss-attack-c6c0046890ac

XSS 9939390006 L3939 Y39 M39MgdL  dgmderosm http mbmgboom
dmdbds6gdegdols Joge dmbo399900L 89Y3965 49530@EGHOMB, Lsbsd »dMsEm©
Sbbs39b. @IMHIMbom, GMI yzgws dmbs3gdo  IILEWOGOIE0S, bvy
ROBOWHOYoO.

Eavesdropping attack - 9mlsdgbols 3g3g3o:
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dmbdgbgool 99393990 bgds Jugarol GH®Msxzg030L BsMg30m. F9ROMbOEIGdOL
L5FMOGO0m. 0530s3bIgerls F9w9de0s, IM03M3ML 35OMgdOo, Bo3MHIPOGHM
05Ol bmdmgdo s bbgs 3mbxnoabEoswm®mo 0bgm®dszos, GMIgElss
9mdbdsM9d9wo Jglsderms Juganl «aBHe3bol. Imbidgbs Ggodwrgds oyml dsboMo
36 sgBomco:

Passive eavesdropping 3s0v)®o 9mbdghs - 3539600 36mdL 0bx3m®sgosl Jugedo
39¢)9md0bgd9d0L 5053930l dmbdgboo.

Active eavesdropping sd@ovwydo O9mldghs - 3539600 9JBHoMMo©  0m3z0LgdL
06x3m®35305L  LO3MPIMO 9308 F9bodz00. 535L 9imMmEIds 2odmdogds b
135606905,  3sLoMo  BmLBgbols 9@ 93900l 2odM3zwgbs  bBdoMo  MBEIM®
36083690 ™35605, 300069 5JGHOMMOL, MoYD 9dEHomEMo 89393900 ImoMbM3L
0530506bAgl.  dmbo3ggdms ©sdoxkgm3s MOl Lowy3gmabm  LoHobosswdwgam
©mbolidogds Imlidgbol goodolsds®Mmqdolbm30L.

ORIGNAL CONNECTION s'

SOURCE DESTINATION

ATTACKER

EAVESDROPPING ATTACK

20832905 15

deabsdgbols Gg9935, 0258sALbAIe0 ©83530069875cm05 2% 303079 HIHI56 S
sbmdogemgdls mlbidgbsl, fystrea: https.//www.researchgate.net/figure/Eavesdropping-
artack_fig2 284031789
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Birthday attack - ©0s95¢0gdol ol 893g3s:

Q059006 OOl 9393990  350oL  SEMmMomdol  Lofobssmdgymo
b6 (30900905, HMIGE0E odm0oygbgds gloxol, 3GMAMmsd Mo 96 30RGMWO
bgdmfig®ol  2053mfdgdol doBbom. 3500l §MbJz00m  ©Fds39dw0
993Hgmd0bgds  ofoMmIMgdL  BoJuoMgdeo  LogMdol  F9EHYmdobgdsl  (MD),
d993560L 93 ymdobgdol LogMdobysh sdm300gdes; gb MD 3oebobs
Sbsb0sMGOL  F9BYMO0bgdsl.  I0SIOOL EIHBY o3BT  gbgds  MmMo
99900b393000 3Hs3600l 3360l 5edsmMdL, HMIgdos §o0rdmddbosb 0ds3g
MD-I, ®mEgbsg ©335390090s  358-8w9bJgo0om. 09 393©saLbAgE0
398Mm0m3e ol 03539 MD-U dobo dg@ymd0bgdoliomzols, MHmyme s dmdbdscmgdgenls
593U, 3l 90 MLsROMBME 9339l dmdbIsmgdol 99EYmdobgds dobo
L5FMOgdom, bmerm dodmgdo 396 F9degdl hsbs33wgdol KO JLOMYGISL,
0bsE 896 89o356ml MD-gd0.

Sweet32 Birthday Attack

-,
— ”’J

‘ Your customer

Your web server using ™
TLS 3DES-CBC cipher g =

Attacker sniffs customer data, sends bogus
data to server until a matching key is found.

208905 16

38500900l ol G9cha3s, 053s0bEYemo sbeazogemdl MDD s¢mgm®m0o0doo G935l
398 Lg396309 Geadger DG ©33538009829¢005 9. . BbbggHS30, fiystics:
https://bobcares.com/blog/how-to-fix-sweet32-birthday-attacks-vulnerability-cve-2016-
2183/

Malware attack - 95369 99¢93900:

95369 99393900 T9odgds F9xoLEIL OHMYMEOE sMILILMMZIWO  3OMYGST,
Md9woE ™g3960 0sbbdmdol gocmqdyg LoLEHgdsdo sGOL 0BLEIWOMmYdMEO,

9ol 905, Wga0E0dME 3L IYOMNML s FoFMOZEIL; 1939 F9AE0s
bb350sLbgs 3MMmG599080 459653 90s, 56 06¢3)gMHbgE 56 0bEIO3MYEHs300.

939esDY 393039 gdeo ¢odol malware:
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Macro viruses - gb 30601930 50683030MHJAL 3GIMYM5TGOL, OMymOo3ss Microsoft
Word 56 Excel. 3530m-30605900 96039096 36Mm6530L  0bogosgrobsgool
056300009360MdL. 2ob53b50L oblboLsL 30MMLo SLEOEgdL 0bLEHM™MJ309dL
3MbGHOMMbBY 25005L3wsdY 3OMYMTsdo. 306MLO 930353058 SBEIBL o
3330vG 9O Lol gdado bbgs 3ol 560FHdL.

File infectors - Omam®O3 oo, 3L ofigm9b F9alOMEgdgw  3MOMLb,
HMAMO0(39 .eXe BS0EJ00. 3MPO IAZ0MM30LL 30600 B39MGdMY0s. 5T
3060190L 300093 9OMO 3gOLOS SBMEFOMPYdS 53539 Lobgefimadol 3oMmwlols
935000l §9Jdb00m, Bog o8 exe QORIOMMIOOM.

System or boot-record infectors - Bs&H300Hm»30L5L 30OHMLO FYse OLZBY oBIMYOL
AsbBgOolL  BoBzommzol  Bsbsfigdl.  LolEgdol  s3MTsggdolsl  0yo
QO9MZI0gMgdl  BOGHZ0MM30L  UgBH™MOL o 9BHZ0O™MOZL  306MLL
dgblogmgdsdo, Losg sl Fgmderos bbgs ©oL3gdHg s 3mI30993HYMJOBY
303030

Polymorphic viruses - gl 306900 oozl M3l HF0RMZ0L s FSF0BOZOL
bbgoslbgs 3030l Lodwmoegdom. ©doROHYIo  3060MLo s bbb
©5353806090M0  FNBHOE0MMH0  dMS30  53I30MZIMO®  ZIFOROVIC0S
©93033M5300L 3MMYM53om. 30MHMLO sM3IGOL 3oL SMGol. 3ES300L
dMs30 9909y 8900v85390L ©gAoRBEMSE00L  sboer  MEBHObLL s 3oMmlo
5309336538 3MBHo3ool dMs3L s 30MHLOL LKL sePaMEMOMIom, OHMIYEO3
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