3m®oL babgmadfogm Lolfsgerm MboggMlo@gdo
bLe30sME 39360909005, d30BBILOL O LHTSOMSWI3MObYMBOL

B3I OIO0

3039656535490, 30896 B59s79E0ols LolbEPOlsBsM0IEGOIMHOZ0
6939¢0M9d0L 3G:Md93gd0 LsgsOmzgermdo

L5350LEMM bsIMMB0 TglrEgdI0s be305¢ME F9EbogMgdsmos

00Bbglols S BSOS (3MEDBIMOOL Go3MEEJE DY LHTsODOL
3530LG®OL 53509d0M0 BsMOLHBOL IMBO3MZGOWS.

b9wddEgsbgo: Bs¢bs® enmadlisdy
LYFIODNOL MIBHMO0, SLM30MGOIO FOMIAJLMOO

UG IbE0: 35856 BmBodz0E0

M0, BogomM39EM

2019 Hgo



9Bomdg

XXT  bomzmbgdo 530560y  dmMol 300996035305  JOMHOMSI®
06@96Mb9¢ LogzmEol 99939Mmd0m bMmM(309Yds, FgLodsdolo@ LabMsMYds
0009650 ©59M300gOM0 25bs 303MB03sE00L 58IAZIM LT I gdgdDY,
6Omd o 296939 3903 30 PomdmMagbosm  3bmgMgds.  LyBMYsMYdOL
5035035  ©0M30YdMgdsd  29bs30MMds  obgmo  sbsdMEgdMH0oz30
94990090930l IMIM30S MHMYMMOESS 30096 ©653sw0/30096EJOMMOBI0,
LPmOgo  930GHMIsE 39093093039 §0obsdqdstg bsdM™Aol dgddbs s 0d
36003690 m3560  Ly30mbgdOL  2obbogs, o3  EY3BEgo  AbmGEromls
B3 MBIIE 3OIMOEGIO® 0J3o.

Bsd®™do J9g9ds Lsdo BoffoEroligsb - gbsgsero, doMomso bsfowro s
513369, 00 dmo393L bod 0530, Mmdgedos
30096 65350l/3009MGHIOMMODAOL 369006 LsdsBOLM  by30mMbYdIM6
IO  39BLOWM0s BogHmMIdMOLM  ™BsTIOMIMdOLl 3503369 mds, 53
Jobom  MLYdIMYO  3MoGH03Oo  J0dsmmegdgdo,  d9Jdbogro
15396MbBAEIdM  BYYMEs30gd0 s Aol Logwydzgwby  9OLYOYIEO
36OMdgdgdo,  slg3g  Lodomomzgwml  doymdgdo s  LEMOGHYR0900
300966505 msb  /  30890EIOMOO0BIMD  dMImeol  (obssmdogy s
9x0boEogdo.

B53GMdol d0Bsb0s, 30096ME65T>ol s FoLMIb 353060 dIEO
1530bgdOL LETSOMWGIM0Z FOHOWTO FobbOWZs WS SbsE0Bo.



Abstract

In the XXI century communication between people is mainly exercises via
Internet, accordingly society became so dependent on these means of
communication, that it cannot imagine life without them. This kind of attitude of
society has led to an increase in criminal acts, such as cybercrime and
cyberterrorism is why I decided to create this research and discuss those important

issues that became a global problem of present-day world.

The research consists of three parts - the introduction, the main part and
the conclusion, it contain three chapters and where the importance of international
cooperation, political trends existing in this area, created legislative regulations and
problems existing on its basis, approaches and strategies of Georgia in the fight
against cybercrime / cyberterrorism and definitions of how the financing of
terrorism is executed by such means of criminal acts, as cybercrime is discussed

alongside the basic issues of concept of cybercrime / cyberterrorism.

The purpose of this research is to review terrorism as a global problem and

related issues in legal context and analyze.
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d9L5dgdgE0s GOMAZM0 35835605 @I0HYML  3009M6sTomols [obosswdwgy
3obsmEgdol  LsBoboLGHMMLMD  ghmo s LB3IMWYdOEIDb  sOfYML
3009605650570l Hobssdgy dMAmms, 053839008 obsmegdom s dsmo
36™d096M9gd0L 535 gdOm.
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v 3L 535090050  vbs  3mobobml  LsBsMmer@od3ogms  GgLedsdolo
3953D5Yds  3009M6T>ol  [oboswdgy dGImol  3Mmboom. sdobmzol
390dgds Fgsdsdolo Lobfogarm 3G90l ImdBoYds s B3gE0swolEHIdOl
{3935 30090 65To b I9dM Mo dmfiobsgg Labgwdfoxzmadosb, wgdiEos-
19065609V BoLOEIMJOEIS O 193056000 F5FM(3OEGIOL olsD0sMYIOES.

v 96003690m35600  oJBHoMe©  3ogmm  Bs®mwo  Lag®medmGobim
0565996OMAMd5do. Mbs 3005bsFIOMAM™ B9gdoLdoge J399oboliomsb, gobos
bYH300 5943l 3009MHBTomeEol  [obsswdgy 9BIIGHMMO  ©MboldogdgdOL
3935M9d0L. 3960 LMW T(393990 b JuHMYGdIMPBIE BogOHMSTMEOLM
©mbolidogdgdl, GMIgElsg 5GMGOL LadmemoEom MmMmYsbobs3ogdo s dmfobsgg
Lobgadfoxzmado. 6oz  Fgodegds  IgBHo  0bxgm®Isgos  mbs  dogommom
300960565050l [Hobos0dgy d3MIMsdo LosbEggdol Jglobgd, 2s30D0sMM™M
dmfobsgg  Lobgadforzmgdols  godmEoEgds @S 29395BHMMmm  dglsdsdobo
©mbolidogdgdo Lo mM3germTog.

B0dEOMYM5R305
Bem3s@ommo sg@gdo:
LogoMm39ml LoLbEOL LsdsGNEOl 3mEgdlo
LoJoMM39 ML 356MbO ,,06030H 53090 MLFOHMLMGdOL Fglobgd“
2001 Harob 936mbadFml 306396300 ,30090:96sdsweol Jglsbgd®
2005 ol 16 8s0bol 36396309 ,@9B5sEgdcong0 b dowgdmwo
3990530 9gd0L 25mg0MHGOOL, Id0gdolL, 53MMGdOLs s 3MbROLZSE00L o
AG9IOMOHO0BIOL oxg0bsbLIYdOL Talisbgd®
309H0YbEHOL 3690 gds ,,3089MmBsTogol Tgbobgd“ 306396300l
©59(1303900L MomdsBg N 450
LoJOM390Mb 3009OHMLSBOMbMGdIOL BEBHEMSGHJR0d, BsMmO N 2
Logoe 39 ml Lolberol bsdsGrmnrol 3mwgduo (13.04.2016 dyMIsOGMdOM);
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11.

5003060LEHM 30 BTIOPDIWPIMPVZIZoms 3Mm©9duo (27.05.2016

9 M3sMHgMO0m);

936M30L BsdFMUL 36396305 3MB30YBHIMMEO IBTsmEol gliabgd, 09139930,
(23.11.2001);

1599360960 oEIMSG MG

93GHMOMS  3megdBHo30  ,LolbEol  LsdsMomeol  3ghdm  Bosfloeo”  ogbo II,
39800390 Mds ,,0960H00bs0" Mdoobo 2012 §.

93GHMOMS 30¢99GH030 ,MQ60D00 IbsTsero “ Mmdowolo 2002 .
3GHMOMs 30009030 ,0mbsdsmmEgadol  GEm9bobyo  3m330vEHgH o
365390l gbobgd BHMIBoBAOL Lobgerddmgzsbgem,” 93MmUsdFm, LEHMmLdMMAO,
2010 §.

dmdsdz00 . 30Mgbodg b. ,3009ML03ME0L LadsGmeo®, 2012 .

3MmM58300 . “9obozw® - 1g3sMsGHolG o  GHYMmOOoHIol  ybgdo”
35800 (390Mds “mboggMlisgro mdowolo 2010

359300 . BHYOMOHOoHBIo s oo 03s69bEHMMo 3O0Tobmermyom®o bodbgdo
JmObse0 50530560 O 3MbLEOGME0s 2004 N 2

3939560 5. LoolgMEs30Mm BsdmMmdo ,3md30MEIOwo EIBsTsmwo” Mdowolo
2004 §.

3930560 5. 3m330MEgeeo  Lobsdomeol  LolboldsMemEwgdMozo @
36030b5¢00lEH037M0 IbIL0s0GdS* JOBso LsdsGmsero 2000 §. N 2

B3935 3. »3330vEHIO0 B0 FMMbso “BoMNEdoxergds“ 2008
0. N2,

9o065dg 0. 39e5d30¢00 5. LOLOYYOO 3. ,,BYOMOODBI0 S BoJGHMMJO0, HMIEXYOO3
dmddggdgb  3060m36900L  BHIOMMMmOLE©  BsBMYs0dgdsHg“  dMbmaMox0s,
doobo 2016 §.

Dodgogwo  o. @ygdgawodg . ,dm0030Mg0s  bsTmEBg  godmI390¢0MdS
»3930096905“ Mmdowolo 1969 §.
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10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

9¢99E®mbmo FysHmgdo:

http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime

https://www.gccs2015.com/sites/default/files/documents/GCCS2015 discussion paper

on improving international cooperation.pdf

http://www.coe.int/t/dlapil/codexter/cyberterrorism db.asp

http://www.coe.int/t/dlapil/codexter/about en.asp

http://www.first.org/

http://www.dcaf.ch/Project/Horizon-2015

http://www.shadowserver.org/wiki/uploads/Shadowserver/BTF8 RU GE DDOS.pdf.

http://www.shadowserver.org/wiki/uploads/Shadowserver/BTF8 RU GE DDOS.pdf

http://www.conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=189&CM=1

&CL=ENG
http://police.ge/ge/projects/kiberdanashauli/saertashoriso-tanamshromloba-kiber-
danashaultan-brdzolashi

http://cyber.laws.com/cyber-terrorism

http://www.antiphishing.org/about-APWG/

http://pog.gov.ge/res/docs/statistika/cybercrime.pdf

http://dea.gov.ge/?web=0&action=article&article id=8&lang=geo

http://dea.gov.ge/?web=0&action=article&article id=8&lang=geo

http://www.phishing.org/phishing-techniques/

http://www.radiotavisupleba.ge/content/normad-kceuli-dzaladoba/25154835.html

http://www.nplg.gov.ge/gwdict/index.php?a=term&d=5&t=2599

http://pog.gov.ge/res/docs/statistika/cybercrime.pdf

http://netgazeti.ge/news/35133/

http://www.afp.gov.au/~/media/afp/pdf/c/cyber-bullying-no-crops.pdf

http://police.ge/files

http://www.education.ge/index.php?do=definition/view&id=1891

https://www.ncab.org.au/bullying-advice/bullying-for-parents/types-of-bullying/

http://www.nplg.gov.ge
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http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime
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https://www.gccs2015.com/sites/default/files/documents/GCCS2015_discussion_paper_on_improving_international_cooperation.pdf
http://www.coe.int/t/dlapil/codexter/cyberterrorism_db.asp
http://www.coe.int/t/dlapil/codexter/about_en.asp
http://www.first.org/
http://www.dcaf.ch/Project/Horizon-2015
http://www.shadowserver.org/wiki/uploads/Shadowserver/BTF8_RU_GE_DDOS.pdf
http://www.shadowserver.org/wiki/uploads/Shadowserver/BTF8_RU_GE_DDOS.pdf
http://www.conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=189&CM=1&CL=ENG
http://www.conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=189&CM=1&CL=ENG
http://police.ge/ge/projects/kiberdanashauli/saertashoriso-tanamshromloba-kiber-danashaultan-brdzolashi
http://police.ge/ge/projects/kiberdanashauli/saertashoriso-tanamshromloba-kiber-danashaultan-brdzolashi
http://cyber.laws.com/cyber-terrorism
http://www.antiphishing.org/about-APWG/
http://pog.gov.ge/res/docs/statistika/cybercrime.pdf
http://dea.gov.ge/?web=0&action=article&article_id=8&lang=geo
http://dea.gov.ge/?web=0&action=article&article_id=8&lang=geo
http://www.phishing.org/phishing-techniques/
http://www.radiotavisupleba.ge/content/normad-kceuli-dzaladoba/25154835.html
http://www.nplg.gov.ge/gwdict/index.php?a=term&d=5&t=2599
http://pog.gov.ge/res/docs/statistika/cybercrime.pdf
http://netgazeti.ge/news/35133/
http://www.afp.gov.au/~/media/afp/pdf/c/cyber-bullying-no-crops.pdf
http://police.ge/files
http://www.education.ge/index.php?do=definition/view&id=1891
https://www.ncab.org.au/bullying-advice/bullying-for-parents/types-of-bullying/
http://www.nplg.gov.ge/

26. http://en.wikipedia.org/wiki/convention on cybercrime

27. http://www.today.az./news/society/46054.html

28. http://conventions.coe.int/treaty/commun/cherchesig.asp? NT=185& CM=&DF=CL=EN

G

29. http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN resolution 55 63.pdf

30. http://www.crime-research.org/articles/types-of-computer-crime/2

63


http://en.wikipedia.org/wiki/convention_on_cybercrime
http://www.today.az./news/society/46054.html
http://conventions.coe.int/treaty/commun/cherchesig.asp?NT=185&CM=&DF=CL=ENG
http://conventions.coe.int/treaty/commun/cherchesig.asp?NT=185&CM=&DF=CL=ENG
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
http://www.crime-research.org/articles/types-of-computer-crime/2

